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FE A T U R E

VNCis an ultra-thin
client system based on a
simple display protocol

that is platform-
independent. It achieves
mobile computing
without requiring the
user to carry any

hardware.
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to centraized resources from ample, inexpensve devices

Thesaleviceactasclientdo more powerful severmachines
that areconnected to the network and provide applications data, and
goragefor auser@preferencesand persond customizations We have
taken thisidea a gage further. In the virtual network computing
(VNC) sygem, server machinessupply not only gpplicationsand data
but ds an entiredesktop environment that can be accessad from any
Internet-connectedachineusingasimplesoftwaNC. Wheneer
andwheeweraVNC desktopsaccesseits stateandconfiguration
(right down to the postion of the cursor) are exactly the sameaswhen
it wadastaccessed.

In contragt to many recent Internet applications which have
focusad on giving users access to resourceslocated anywherein the
world from their home computing environments, VN C provides
access to home computing environments from anywhere in the
world. Members of the Olivetti & Oracle Ressarch Laboratory
(ORL) usVNC to accessther persond Unix and PC desktopsfrom
any officein our Cambridge building and from around theworld on
whatever computing infragtructure happensto beavailableN indud-
ing, for example, public Web-browsng terminasin arports VNC
thusprovidesmobile computing without requiring the user to carry
any devicewhatoever. In addition, VN C dlowsasngle dektop to
be accessed from severd places smultaneoudy, thus supporting appli-

T he o-cdled network computer (NC) amsto give usersaccess

* Andy Hopper is also affiliated with Cambridge University Engineering Department.
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c oM P U T I N G

THIN CLIENTS

The Virtual Networking Computing (VNC) system is a thin-
client system. Like all such systems, it reduces the amount of
state maintained at the user®terminal. VNC viewers are
exceedingly thin because they store no unrecoverable state at
the endpoint. This contrasts with systems like X Windows,
and allows arbitrary disconnection and reconnection of the
client with no effect on the session at the server. Since the
dlient can reconnect at a different locationN even on the other
side of the planetN VNC achieves mobile computing with-
out requiring the user to carry computing hardware.

Of course, VNC is not the only thin-client system. Others
include those built around the Citrix ICA protocol (for exam-
ple, Citrix® Winframe and Insignia SolutionsONtrigue),
S$CO®@Tarantella, Graphon®RapidX, and Microsoft® Win-
dows-based Terminal Server (previously code-named
Hydra). The problem with all of these systems except
Microsoft®is that, unlike X, they use proprietary protocols,
so reliable information about them is difficult to obtain. Cit-
rix®ICA protocol is a popular mechanism for remote inter-
action with PCs, but it appears to be closely tied to the
Microsoft Windows GUI, so it may not be an ideal general-
purpose remote display protocol.

Microsoft has developed its own protocol, T.Share, based
on the ITU T.120 protocol.* Thisis already used in Microsoft®
NetMeeting conferencing software product. Preliminary
details suggest that Microsoft®protocol is more like VNC than
ICAN the Hydra white paper refersto a Guper-thinOclient.

We hope that VNC, or something like it, can become an
open cross-platform standard for very-thin-client computing.

REFEREN CE
1. OMicrosoft Windows NT ®lydraCand Windows-Based Terminals,O
white paper available at http:/ /microsoft.com/ntserver/guide/
hydrapapers.asp.

cation sharingin the syle of computer-supported cooper-
ativework (CSCW).

The technology underlying VNC is a Smple remote-
digplay protocal. It isthe dmplicity of this protocol that
makes VN C 0 powerful. Unlike other remote display pro-
toocolssuch asthe X Window System and Gitrix®ICA, the VNC
protocol istotally independent of operating sysem, win-
dowing sysem, and applications (see the sidebar, Orhin
Clients). The VNC system is fredy available for download
fromthe ORL Websiteat http://wwworl.cauk/vnc/.

We begin thisarticle by summarizing the evolution of
VNC from ourwork on thin-clientarchitectues Wethen
dexribethegructure of the VN C protocol, and condudeby
discusing the wayswe use VN C technology now and how
it may evolvefurther asnew dientsand srversare devd oped.
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THEORIGINS OF VNC

The X Window Sysem adlowsapplicationsto diplay auser
interface on aremote machine. ORL extended this func-
tiondity in our Teleporting System by alowing the user inter-
faceof arunningX applicatiorto bedynamicallyedirect-
ed to adifferent display.>? Teleporting hasbeen in daily use
a ORL for saverd years now. There are, however, severd
problemswith X that regrict itsusein thewideareaand, in
turn, restrictsystembaseanit, suchasTelepoting:

1 Xrequiresthe digplay machineto run an X server pro-
gram. Thisheavyweight piece of Software requires sub-
gantid resources, which machinessuch asNCsand per-
nd digitd assgants(PDAs) cannot beexpected torun.

1 The X securitymodelmakest inheentlydangesusto
allov aremotemachineo useyour displayAccoding-
ly, mostsystenadministratorstopX trafficfrom pass-
ingin or out of theirsites.

1 Application gartup isextremdy dow on high-latency links
dueto thenumber of round-tripsperformed by atypicd
gpplication (though thereare pecid proxiesthat dleviate
thisproblem, such asLow Bandwidth X [LBX]S).

In addition to these technicd problems, thereisas the
nontechnicd problem that X isnot Windows and theworld
isbecomingncreasinglivicrosoft-dominated.

Videotile: An Ultra-Thin Client

In 1994,0RL built theVideotile asanexperimenin ultra-
thin-dient technology. TheVideotileisadigplay devicewith
an LCD green, apen, and an ATM network connection. It
was designed to digplay good-quality video, but we aso
wanted to useit to interact with gpplications Asafirg
experimentowad thisend,wetreatecaremotecomputer
sceenasavideosourcendsimplyshippedheuserinter-
face asraw video onto thetile Thisworked surprisngly wel,
but useda significaneamountof bandwidth.

By adding alittle moreintdligence a the application
d9de wewereabledill to treat theuser interfaceasvideo, but
to send only those partsof the screen that changed. Thisidea
deelopednto theVVNC protocol.

Java: Access Through a Brow ser

When Sun Microsygemsrdeased thedphaverson of the Jva
language and theodhwva bowser in 1995, wealied ve
could implement the Videotile mechaniam in Javato access
goplicationsthrough aWeb browsar. Thethin-dient paradigm
madethe adaptation to Javavery graghtforward. Wewrote
theorigind Javadient in aday and thereaulting dassfilewas
amere6 kilobytesin gze. Thiseventualy becametheVNC
applet described in more detall dsawhere® Any Java-capable
browser could now provide accessto auser®desktop, giving
themohility of the Tdeporting sygem, but on agiobd scde
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THEVNC PROTOCOL
Thetechnology underlyingthe VN C sygsem isasmplepro-
tocol for remote accessto graphicd user interfaces 1t works
a theframebuffer levd and therefore gppliesto al operating
gydems windowing systems and gpplicetionsN indesd to any
device with someform of communicaionslink. The proto-
col will operate over any rdiabletrangort such asTCP/IR

The endpointwith whichtheuserinteractgthatis, the
digplay and/or input devices) iscaled the VNC dient or
vieve. Theendpoint where changesto theframebuffer orig-
inate (that is the windowing sysem and applications) is
known asthe VNC seve (sed-igurel).

VNC istruly a@hin-dientOsystem. Itsdesgn mekesvery
few requiement®f the client,andtherefoe simplifieghe
taskof creatingclientsto run on awiderangeof hadwae.

A Single Graphics Primitive
Thedigplay 9deof the protocol isbased on asnglegragphics
primitive:

Put a rectangle of pixel data at a given x, y position.

At firg gance this might ssem an inefficient way to draw
omeus interface components However, dlowing various
encoding schemes for the pixd data gives alarge degree of
flexibility in trading off parameters such as network band-
width, clientdrawingspeedandsewerprocessingpeed.

The lowest common denominator isthe so-called raw
enaxing wherethepixd datafor arectangleissmply st in
Ieft-to-right scanlineorder. All VNC dientsand serversmugt
upport thisencoding. However, theencodingsactudly used
on agiven connection can be negotiated according to the
capabilities of the server and client and the connection
betweenthem.

For example, apy-retandeencodingisvery Smpleand effi-
cient, and can be used when the dient dready hasthe same
pixd daadsawvherein itsframebuffer. The encoding on the
wireisgmply an x, y coordinate Thisgivesapogtion in the
framebuffer from which thedient can copy therectangle of
pixd data Thisencodingistypicaly used when theussr moves
awindow acrossthe soreen or sorollsawindow®contents

Mog dientswill support copy-rectangle encoding, Snce
it isgenerdly essy to implement, saves bandwidth, and is
likelyto befastethansendingawdataagainHowever, in
acaeewhereadient cannot eedly read back from itsframe-
buffer, thedient could gpecify that it should nat be sent data
encodedhisway

A typica workgation desktop haslarge areas of solid
color and text. One of our mog efective encodings takes
advantage of thisphenomenon by describing rectanglescon-
ddting of onemgority (background) color and Gub-rectan-
gle€of differentcolorsThere are numepusotherpossible
schemes We could usea JPEG encoding for efficient trans
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Figure 1. VNC architectue.

misson of gill imagesor an MPEG encoding for moving
images A pixd-daacaching scheme could effidently encode
multiple occurrencesof the sametext character by referring
to thefirstoccurence.

Adaptive Update

A setof rectanglesf pixel datamakes framebuffarpdate
(or amply, update). An update representsachangefrom one
vaid framebuffer gateto another. In thissense, an update
isdmiler to aframe of video. It differs, however, in that it
usudly affectsonly asmadl areaof theframebuffer. Each rec-
tanglemay be encoded usng adifferent scheme Theserver
can therefore choose the encoding mos appropriatefor the
particular screen content being tranamitted and the avail-
ablenetwok bandwidth.

Theupdateprotocol isdemand-driven by thedient. That
is an updaeisonly snt by theserver in reponseto an explic-
it request from thedient. All Sreen changessincethedient®
lag reques are codescad into asngle update Thisgivesthe
protocol an adaptivequdity: thedower thedient and theng-
work, the lower therate of updates On afagt network, for
example, asthe user dragsawindow acrossthe screen it will
moveamoothly, beingdrawn & dl theintermediaepodtions
On asloverlinkNfor examplegveramodemNtheclient
will request updates less frequently, and the window will
gopea & fewer of thesepogtions Thismeanstha thedigplay
will reach itsfind gaeasquickly asthe network bandwidth
will dlow, thusmaximizing the oeed of interaction.

Input

Theinput sideof the VNC protocolisbasen astandad
workgtaion modd of akeyboard and multibutton pointing
deviceTheclientsend$nput eventsto the severwhenev-
er the user pressesakey or pointer button, or movesthe

pointing device. Input events can also be synthesized from

other nongandard I/O devices On theVideotile for exam-
ple, apen-basad handwriting recognition engine generates
keyboad ewents.

Connection Setup and Shutdown
To egablish adient-server connection, the srver fird requets
authentication from the dlient, usng achalenge-reponse
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Fgure2. A variety of desktopsbeng accessed from different viewers (a) aUnix desktop from
aWindows viewer, (b) aWindows 95 desktop from an X viewer, (¢) a Unix desktop from a
Javaappletwithin InternetExplorer, and(d) aWindowsdesktopusingNetscapen Unix.

scheme thedient typicdly requiresthe user to enter apass:
word & thispoint. Theserver and dient then exchangemes:
sagew® negotiatelesktogsiz, pixel format,andencoding
schemes Thedient requetsan updatefor theentire screen,
and the s=s50on begins Because of the gatdessnature of the
client, @ther 9decan dosethe connection a any timewith-
out adverse conseguences

VNC View ers

In day-to-day use, we prefer the more descriptive term
viewe to theraher overloaded word dient. WritingaVNC
viewer isagmpletak, asindead it should befor any thin-
client sygem. It requiresonly ardiabletrangport (usudly
TCP/1P), and away of digplaying pixels (either writing
directly to the framebuffer or going through awindowing
sysem).

We have written viewersfor dl the networked display
devicesavalablea ORL. Thesincludethe Videotile (the
original VNC viewer), an X-based viewer (which runson
Solaris, Linux, and Digitd Unix workgations), aWin32
viewer tha runson WindowsNT and 95, and a Javagpplet
that runs on any Java-capable browser (induding un®
JavaSation). Membersof our lab usetheseviewerson adaly
basito accestheir personatomputingenvionments.
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VNC Servers

Writing a VNC srver is
dightly harder than writing
aviewer. Becausetheproto-
col isdesgned to make the
dient assample aspossble,
it isusuallyup to the sever
to perform any necessary
trandations (for example,
the server mug provide
pixd datain the format the
dient wants). We havewrit-
ten serversfor our two main
platforms X (tha is Unix)
andWindowsNT/95.

The X-based server was
thefirg onewedevdoped. A
dngeUnix machinecan run
a number of VNC servers
for different users each rep-
reenting a diginct VNC
dektop. Each desktopislike
avirtud X diglay, with a
root window on which severd X gpplicationscan gppesr.

TheWindowsVNC srver wasalittle more difficult to
cregte Windowshasfewer placesto ingrt hooksinto thesys
tem to monitor digplay updates and themodd of multiuser
operation islessclearly defined. Our current server Smply
mirrorsthered digplay to aremotedient, which meansthat
only asngleVN C dektop isavailablefrom any one PC.

The X-basedewer, the X viewer, theWin32 sewer, and
Win32 viewercanallfit onasingleloppydisk.

We have dso created @hinOservers which produce dis-
playsotherthandesktopsysingasimpletoolkit. A O/NC
CD player,Ofor examplegeneratesCD playeuserinter-
face uang VNC directly without any referenceto awin-
dowing sysem or framebuffer (ssefigure 3 on thefollowing
page). Such srverscan run on very Smple hardware, and
canbeaccessdtbm anyof thestandad VNC viewers.

ANY USER INTERFACE, ANYWHERE

At ORL, we have used VN C to add mobility to workgation
GUIs wheretheconospt of & least someform of remoteinter-
ation isnot new. But the protocol@implidty could dlowit to
be usad on amuch wider range of hardware Consumer dec-
tronicsdevices uch asCD players usudly haveahighly e
ddized user interface and typicdly employ cusomized phys
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ica digplay devices T hishastraditiondly prevented such inter-
facesfrom being mobilein the VN C sense of theword.

But we think VN C8usefulness can be extended < that
usergould,forexample,

1 bring up the controls for their video recorder on a
mobilephoneastheydrive homefromwork,

1 useamodem to did atdephoneansvering machineand
repiogramit throughagraphicainterface,

1 diglay their car gereo or GPSrecever aspart of the
dashboard, regardlessof the equipment brand ingalled.

At present, such functions require the digplaying device to
haedetailedknowledgeof theremotesystenandto emu-
latethat sysemBuser interface or omedternativeinterface
that it deems gppropriate. For example, you would need a
driverfor yourvideorecodet whichwasdesignefbr your
mobile phoneBoperating sysem. A much smpler goproach
would beto usetheinterface desgned for and provided with
theremotedevicebut to interactwith it locally

For thiswenesd aset of common @honemeOwith which
we can congruct avariety of GUIs Thisistheroletha the
VNC protocolN or something very smiilar toitN cen play. It
issmple enough to implement cheaply in consumer eec-
tronicshardware, yet it can be used to describethe building
blocks of mos modern user interfaces With gandardssuch
as|EEE-1394 Firewire, USB, and IrDA, we have the physcal
interfaceto connect avariety of devices with VNC, we can
add a gandard for plug-and-play user interfaces Imagine
walking up to any workgation, connecting your PDA tothe
USB port, and having the PD A gpplicationsingantly avail-
able on theworkgation screen, or plugging your PDA into
your car and having the engine management unit display s-
vicing information on the PD A@screen. And imaginethat
thisworksfor any workgation, any PDA, any car.

Theengne management exampleillugratesan important
point: A gandardized GUI protocol dlowsdevicesthat have
no physdca diglay of thar own to providegragphicd informa
tion when such adiglay becomesavalableto them. Your PDA
could, perhgps dhrink to thesze of apen if it could accessa
displayandkeyboat throughan IrDA link. And yetthis
@nicroPD AQoould il digplay PowerPoint-gtyle pressntations
when in thevidnity of an LCD projection pand or alargeTV.

Thismode isvery amilar to the Web, where services
without an 1/0 cgpability of their own wait for auser to pro-
vide onein the form of aWeb browser. The success of this
strategynadedto embeddingdT TP daemon printers,
awitches routers and other devices But to be aWeb serv-
er, adevicemud at lees haveaTCP gack and an |P address
Andto beaWebbrowserequiesatleastheabilityto ren-
derfontsandparseéH TML.

In contrag, VNC requiresonly ardigbletrangport medi-
um and thedmples of digolay cgpabilities And whileapageof
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Figure 3. Remote accessto aCD player control panel using
theVNC system.

HTML will generdly requirethetranamission of fever bytes
than itsVN C equivdent, thelatter isinfinitdy moreflexible

FUTURE WORK

Wearenow building VN C softwarefor averiety of desktop

platforms but it would not be difficult to make remote
access practicd for awider range of devices We can envis

age cheap hardware that might, for example, drive a 7-

segmentCD andalscemitaVNC equialentoveraUSB
or R232 link. The VN C commandsto draw and eraseeech

segment could be gored as a sequence of bytesin agmall

amount of ROM and sent over acommunicationslink when

thesegmernislit or switchedff. Hardwae suchasthis, if

made in quantity, could be very chegp and could dlow for

mobility of much morethan just aconventiona @esktop.O
If built into televisiorsetsVNC viewverscouldallonv them

to act as displays for aywside range of devicesNinciud

ing, of coursethe PCattheoffice. !
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